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 The dynamics of the international strategic environment were 
influenced by the dynamics of international politics and security which 
require countries in the world to protect their national interests from a 
spectrum of threats, both actual and potential, which were increasingly 
complex and have implications for national defense, one of which was 
the illicit drug traficking. In several countries, drug trafficking was 
categorized as part of asymmetric warfare. This research aimed to 
analyze the illicit drugs trafficking drugs in Indonesia from the 
perspective of asymmetric warfare. This study used a qualitative 
method with a literature study approach. The resulted of the study 
show that the illicit drug trafficking in Indonesia fell into the category of 
asymmetric warfare that happen between state actors against non-
state actors (drug dealers) or vice versa. Drug dealers, especially big 
dealers, armed themselves with firearms to fight against law 
enforcement officers. There was an illicit drug traficking in Indonesia 
that has linkage with terrorists, especially for funding their act. The 
impact of illicit drug trafficking included demographic, economic, socio-
cultural and defense and security aspects. 
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1. INTRODUCTION 

The dynamics of the international strategic environment always carry both positive and negative 
implications on the other hand simultaneously, which directly or indirectly affect national 
development. Positive implications bring benefits in supporting the ideals, national goals and national 
interests, while negative implications cause potential threats to the survival of the country. This is 
influenced by the dynamics of international politics and security which are increasingly intense 
because they are under the influence of the phenomenon of globalization and its various implications, 
so that countries in the world are required to cooperate with each other, but on the other hand 
competition between countries in protecting national interests is also increasing (Direktorat Analisa 
Lingkungan Strategis Dirjen Strategi Pertahanan, 2008). The dynamics of the development of this 
strategic environment has created a spectrum of both actual and potential threats that are 
increasingly complex and have implications for national defense, one of which is the illicit drugs 
trafficking (Peraturan Menteri Pertahanan Nomor 1 Tahun 2022 Tentang Kebijakan Pertahanan 
Negara Tahun 2022). 

The total population of Indonesia which reached 270.20 million people in accordance with 
the 2020 population census data (Badan Pusat Statistik, 2021) made Indonesia a large market share 
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for dealers to distribute illicit drugs in Indonesia. This makes Indonesia one of the main destination 
countries of drug trafficking in the region (Fathurrohman, 2020). Proven in several disclosures of 
drug cases, confiscated evidence is classified as fantastic, for example smuggling cases of 1 ton of 
metamfetamine captured in the Banten Strait (Suhirwan & Prakoso, 2019), Disclosure of 2.5 tons of 
metamfetamine drugs by the National Police in the year 2021 (Fauzi & Iskandar, 2021), and in early 
2022 smuggling of 1,196 tons of metamfetamine was successfully foiled by the National Police 
(Ramadhan, 2022). This greatly threatens the life of the nation and state, especially in the aspect of 
defense and security, considering that one of the concepts of human security is freedom from drug 
problems (Shamieh, 2016). 

In the National Defense Doctrine Book, it is stated that illicit drug trafficking as a socio-cultural 
dimension threat that can weaken the Indonesian nation because it threatens the young generation 
of Indonesia (Departemen Pertahanan Republik Indonesia, 2007). Accordingly, in the national 
defense strategy book, illicit drug trafficking is also included as a non-military threat from a socio-
cultural aspect (Kementerian Pertahanan RI, 2014). And, in the Indonesian Defense White Paper, 
the state also includes the threat of drug trafficking as a form of serious non-military threat 
considering that it has a large impact on the stability of defense and security (Defense Ministry of 
The Republic of Indonesia, 2015). The impact of illicit drug trafficking is extraordinary covering almost 
all aspects of life such as: Demographics, Socio-Cultural, Economic, even to defense and security 
(Tatara & Timur, 2022). 

In the several countries, illicit drug trafficking is considered as an asymmetrical warfare. Like 
the research conducted by Etter and Lehmuth (2013) which revealed that drug trafficking in Mexico 
is an asymmetric war. In addition, Vallejos (2011) also argues that in several Latin American 
countries such as Mexico, Colombia, El Salvador, Honduras, Peru and Bolivia, drug trafficking is 
considered a fourth generation war or asymmetric war. On that basis, this study aims to analyze 
about the illicit drug trafficking in Indonesia from the perspective of asymmetric warfare? Is it an 
asymmetrical warfare or not?. 

2. RESEARCH METHOD 

This study uses a qualitative method with a descriptive approach. In qualitative research methods, 
researchers ask research questions that are answered through understanding, not with hypotheses, 
because the essence of qualitative research is understanding a phenomenon, not proving a 
phenomenon (Herdiansyah, 2011). Regarding the approach used in this study, Kenneth D. Bailey 
(2007) defines descriptive research as research that aims to provide a detailed description of a 
phenomenon (to describe what happened). The data collection technique used is from literature 
study. In the literature study, there are at least four main characteristics that the writer needs to pay 
attention to, including: First, that the writer or researcher deals directly with text or numerical data, 
not with direct knowledge from the field. Second, library data is "ready to use" meaning that 
researchers do not go directly to the field because researchers deal directly with data sources in the 
library. Third, that library data is generally a secondary source, in the sense that researchers obtain 
materials or data from second hand and not original data from first data in the field. Fourth, that the 
condition of library data is not limited by space and time (Zed, 2014). According to Creswell (Creswell 
& Poth, 2018), literature study is research conducted by examining qualitative documents such as 
books, journals, newspapers, magazines, reports, and other documents relevant to research. Based 
on the above, data collection in this study. This is done by reviewing and/or tracing several journals, 
books and documents (both in print and electronic form) as well as other sources of data and/or 
information deemed relevant to research or research. The data analysis technique used in this study 
consisted of three steps, namely data collection, data presentation, and inference/verification (Miles 
et al., 2014). 

3. RESULTS AND DISCUSSIONS 

3.1 Illicit Drugs Trafficking in Indonesia  
Drugs circulating in ancient times in Indonesia were of the opium type, which is a type of 

narcotic derived from the immature sap of the opium fruit Papaver somniferum L. or P. paeoniflorum 
(Nugroho, 2018). The Javanese use opium as the main ingredient in making madat. The habit of the 
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Javanese people in smoking madat has been listed in a molimo prohibition which consists of binge 
drinking or consuming opium, madon or prostitutes, theft or stealing, drunkenness or drinking and 
playing or gambling (Fathoni & Husain, 2020). The history of the opium trade in Indonesia dates back 
centuries, but exactly when and by whom it was brought is unknown. According to Jean Chreatin 
Baud in his book entitled "Proeve Van Eene Geschiedenis Van Den Handel en Het Verbruik Van 
Opium in Nederlansche Indie" (Rush, 1990) that when the Dutch landed in Java in the 16th century, 
opium had become an important commodity in regional trade. Dutch merchants at that time competed 
with English, Danes and Arabs to sell opium in Java. In an effort to dominate the opium trade in Java, 
the Dutch, in this case the VOC (Vereenigde OostIndische Compagnie), succeeded in making an 
agreement with King Amangkurat II in 1677 containing guarantees to give the VOC a monopoly to 
import opium into the Mataram Kingdom and distribute it. A year later the Kingdom of Cirebon 
followed a similar agreement. This marked the beginning of the Dutch opium monopoly in Java. The 
Dutch finally expanded the agreement to control all monopolies in the Indies until finally there was a 
significant increase in the Dutch opium traffic in Java. It was recorded that in 1619 to 1799 the Dutch 
(VOC) brought an average of 56.000 kg of raw opium to Java each year. The large demand for opium 
and restrictions on the import of official opium through the Dutch monopoly led to the emergence of 
an illegal opium market that invaded Java. According to Cartens, it is estimated that 60% of opium 
consumed in Java comes from the black market (Rush, 1990). 

After independence, in the 1970s, opium began to become a serious problem in Indonesia. 
At that time, along with the Vietnam war, drug abuse, including narcotics, greatly increased in the 
United States, and most of the victims were young people. This symptom also affected other 
countries, including Indonesia, at almost the same time. Along with the development of time, the drug 
problem is increasingly troubling the Indonesian government, because it has been proven to have 
damaged people's lives. This is because narcotics not only have a negative impact on the user, but 
the social environment is also affected. The large number of drug dealers and abusers who have 
been arrested is evidence of the increasingly massive distribution of drugs in Indonesia. This is 
understandable because Indonesia's position is very strategic, which is between two continents and 
two oceans. In such a position, Indonesia is in the path of international trade traffic, making it easier 
for Indonesia to become an easy target for drug trafficking. The ease with which drugs enter 
Indonesia is also supported by the geographical conditions of Indonesia, which is an archipelagic 
country, so that there are many routes that can be traversed for drug smuggling (Pusat Penelitian 
Data dan Informasi Badan Narkotika Nasional, 2022b; Satris, 2017). 

Currently, the illicit circulation of drugs in Indonesia is so massive and very worrying. This 
can be seen from the data issued by the National Narcotics Board of the Republic of Indonesia as 
follows: 

Table 1. Data on disclosure of drug cases in Indonesia 

No Data 2018 2019 2020 2021 

1 Cases 1.042 867 806 760 
2 Suspects 1.556 1.341 1.247 1.109 
3 Network - 98 88 85 
4 Crystal Meth Evidence 3,49 Tons 1,80 Tons 1,12 Tons 3,313 Tons 
5 Dried Marijuana Leaves Evidence 7,54 Tons 3,22 Tons 2,36 Tons 115,1 Tons 
6 Ecstacy Evidence 130.180 Pills 614.945 Pills 340.357 Pills 191.575 Pills 

Source : Badan Narkotika Nasional (2019, 2020, 2021) 

 
Based on the data above, it can be seen that the efforts to tackle illicit drug trafficking carried 

out by the National Narcotics Board are quite massive through arrests of perpetrators of narcotics 
crimes. This data has not been supplemented by data from drug countermeasures from other 
institutions such as the National Police and Customs and Excise. It is clear that Indonesia has 
become a destination country for illicit drug trafficking because Indonesia is considered a large share 
of the drug market so that it continues to be a target for drug smuggling (Deputi Bidang 
Pemberdayaan Masyarakat, 2020). Moreover, the prevalence of drug users has increased, in 2018 
the prevalence of drug abusers was 1.77% to 1.80% in 2019 and the last survey in 2021 found that 
the prevalence of drug abusers reached 1.95% (Pusat Penelitian Data dan Informasi Badan 
Narkotika Nasional, 2022a). 
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With this prevalence rate, the impact caused by illicit drug trafficking in Indonesia is 
extraordinary, considering that drug abuse does not only have an impact on users, but also weakens 
national resilience in various aspects such as social, economic, cultural, demographic, to defense 
and security (Research Data and Information Center National Narcotics Board of the Republic of 
Indonesia, 2020). In the demographic aspect, the impact of narcotics crime results in a lost 
generation, where as a result of drug abuse the state can lose a generation of the nation, considering 
the effects of drugs are very dangerous for physical and mental health such as lung disease, heart 
disease, stroke, cancer, HIV, Hepatitis (United Nations Office on Drugs and Crime, 2017), and in 
mental health can cause psychiatric disorders (Pusat Penelitian Data dan Informasi Badan Narkotika 
Nasional, 2019). Whereas in the economic aspect, state losses due to drug crimes reach 84 trillion 
per year, this loss is calculated from the amount of medical expenses for victims of drug abuse, 
deaths caused by drugs and productive time lost due to drug use (Sari et al., 2021). 

In the socio-cultural aspect, narcotics crimes indirectly have a bad influence on the nation's 
original culture. Many of the drug abusers apply foreign cultures that are not in accordance with the 
personality of the Indonesian people, such as free sex, deviant behavior, hedon culture, and so on. 
On the security aspect, the consequences of narcotics abuse can have an impact on the criminal 
behavior of users. So that it is not uncommon for criminal behavior that occurs in Indonesia such as 
theft, robbery, rape, to be caused by the use of drugs by the perpetrators. They cannot think straight, 
so they are determined to do anything to be able to buy drugs and use them. This is according to 
research conducted by the National Narcotics Board on the adverse effects of drug use, including: 
driving drunk (73.6%), abusing substances (75.5%), daring to break the law (45.8%), experiencing 
violence in family (46.5%), disharmony in the family (70%), family is ostracized by society (77.1%), 
experiences fear and anxiety (86.4%), claims to want to commit suicide (22.3%), skips school (56%), 
decreased school performance (53.1%) expelled from school (22.1%), considered an enemy of 
society (23.4%) and had been reported by security forces (22.1%) (Pusat Penelitian Data dan 
Informasi Badan Narkotika Nasional, 2019). 

In defense and security aspect, narcotics crimes are used by terrorist organizations to fund 
their actions. As happened in Afghanistan, the Taliban finance their actions through the sale of opium 
(Cimeta, 2016). Apart from terrorism, UNODC also sees that world narcotics crimes are also used to 
finance acts of rebellion, money laundering and corruption (United Nations Office on Drugs and 
Crime, 2017). In Indonesia, the connection between narcotics and terrorism has been revealed, 
namely when Fadly Sadama, one of the leaders of the terrorist group who was directly related to 
Imam Samudera, the perpetrators of the 2001-2002 Bali Bombing terrorist attacks, did business in 
narcotics. Then the money from the drug business was used to buy weapons and finance robberies 
in Medan, North Sumatra and Aceh. The money from the robbery was used to support financing 
related to the activities of the East Indonesian Mujahidin Council and Central Indonesian Mujahidin 
Council (Akmalina et al., 2019). 

 
3.2 Asymmetric Warfare 

Asymmetric warfare could be defined as a form of warfare in which a non-state actor uses 
unconventional tools and tactics against a state’s vulnerabilities to achieve disproportionate effect, 
undermining the state’s will to achieve its strategic objectives (Lele, 2014). The National Research 
Council defines asymmetric warfare as a model of warfare that was developed from an unusual way 
of thinking, and outside the applicable rules of warfare, with a very broad spectrum of war and 
includes astagatra aspects which are a blend of trigatra namely aspects of geography, demography, 
and natural resources/SDA and pancagatra namely aspects of ideology, politics, economy, socio-
culture and defense and security (Pranoto & Hendrajit, 2016). Asymmetric war always involves two 
or more actors, with the prominent characteristic of unequal forces. Meanwhile, according to Satrio 
Arismunandar, asymmetric war is a war between parties that have significant differences in military 
strength, strategy or tactics. Such wars often involve unconventional war strategies and tactics, 
where the weaker party tries to use strategy to compensate for its deficiencies in quantity and quality 
(Arismunandar, 2013; Tanjung et al., 2021). The strategy may not have to be military in nature. 
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Asymmetric war is defined as a non-traditional population-centered war between a higher 
military power and a lower military power covering various aspects such as evaluating and defeating 
asymmetric threats, carrying out asymmetric operations, understanding asymmetric culture and 
evaluating asymmetric costs. Asymmetric war develops into a combination of conventional/traditional 
war and information war to gain victory over the opposing side (Akbar, 2022). Buffaloe (2006) said 
that asymmetric war also utilizes all existing dimensions such as political, economic, socio-cultural 
and military. Buffaloe also explained that asymmetric warfare is a new type of war in which intensity 
is one of the main factors, unlike symmetrical warfare asymmetrical war is more on guerrilla warfare, 
subversion, insurgency, ambushes not by fighting, infiltration, seeking victory by eroding and 
exhausting the enemy rather than involving in symmetrical combat (Buffaloe, 2006). 

Asymmetrical warfare is often used to describe a situation where an adversary can take 
advantage of its strengths or an opponent's weaknesses. The U.S. Joint Chiefs of Staff have defined 
asymmetrical warfare as attempts to circumvent or undermine an opponent's strengths while 
exploiting his weaknesses using methods that differ significantly from the opponent's usual mode of 
operations (Arango, 2008). Another interpretation of Asymmetric War according to Bunker 
(Dwicahyono et al., 2021) is unconventional warfare. It is defined as a conflict, other than traditional 
war, initiated by the institutions of a state. It also occurs mostly covertly, enforced at low intensity by 
parties such as guerrilla groups, drug cartels, or even special forces divisions of the regular armed 
forces. Asymmetric warfare is done indirectly to influence power and exploit weakness of the 
opponent by exploiting technology and public unrest. The examples of it are terror, drugs, weapons 
of mass destruction, transnational crime (trans-state) organized, and cyber war. Moreover, it can 
occur on global, regional, or national scale. At the national scale, there can be foreign penetration 
and national vulnerability. At the regional level, asymmetric warfare can be regional disputes, 
international migration, international criminal organizations, drug cartels, and can be triggered by 
transnational business groups. Besides, terrorism, piracy, terror by insurgents and insurgents, and 
countries violating international society norms are examples of asymmetrical warfare at global level 
(Filomeno et al., 2018). 

According to Pranoto and Hendrajit (2016) between conventional warfare that openly 
deploys military force and asymmetric warfare that tends to be non-military (and non-violent) is 
basically similar but not the same. Similar in "pattern", different in terms of "nature and actions". 
Conventional war patterns may have been standard in the military world where the first stage: 
"Bombardment," either bombardment by fighter planes, or long-range (air) artillery troops, then the 
second stage: "Entry of cavalry troops" in the form of tanks, or armored vehicles other; and the third 
stage: "Occupation by infantry." This is the usual pattern and outline of open military warfare. In an 
asymmetric war, "bombardment" takes the form of issues spread by related parties and groups 
involved. While the "Entry of Cavalry" is like the stages of conventional war, in asymmetric warfare it 
is called TEMA or AGENDA. The final stage in the military warfare pattern is the “Entry of Infantry” 
to occupy the target area. So the analogy of this pattern in asymmetric warfare is "controlling the 
economic system and controlling natural resources in the target country." Thus, the patterns look the 
same in both conventional and non-military wars, only the actions are different. If the stages of 
military warfare are: “Bombardment” - “Entry of Cavalry” - “Occupation by Infantry,” while the patterns 
of non-military warfare are: “Isue” - “Themes” - “Schemes.” 

3.3 Illicit Drug Trafficking in Indonesia from the Perspective of Asymmetric Warfare 
The term asymmetrical warfare was originally used when describing situations such as 

guerrilla warfare, terrorism, rebellion and during such armed conflicts when regular military power 
faced irregular and unarmed opponents. In the world today, asymmetrical warfare is increasingly 
regarded as part of the fourth generation war and is one of the main security problems of the world, 
such as international terrorism and organized crimes including drug trafficking (Guchua, 2018).  At 
present, the act of a non-state actor against a state is being loosely termed as an act of asymmetric 
warfare. It is perceived that such warfare is threatening to occupy the leading edge of strategic 
potency, much as revolutionary and nuclear warfare occupied the third quarter of the twentieth 
century. In this context, the term asymmetry encompasses various tactics of war-fighting like guerrilla 
warfare, terrorism, irregular warfare, etc. These wars originate from conflicts over scarce resources, 
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ethnic and religious issues, transnational crime (with its linkage to terrorism and insurgency) (Lele, 
2014). One of transnational crime that linkage to terrorism and insurgency is drug trafficking. UNODC 
sees that world narcotics crimes are used to finance acts of terrorism and rebellion (United Nations 
Office on Drugs and Crime, 2017). In Indonesia, the linkage between narcotics and terrorism has 
been revealed, namely when Fadly Sadama, one of the leaders of the terrorist group who was directly 
related to Imam Samudera, the perpetrators of the 2001-2002 Bali Bombing terrorist attacks, did 
business in narcotics. Then the money from the drug business was used to buy weapons and finance 
robberies in Medan, North Sumatra and Aceh. The money from the robbery was used to support 
financing related to the activities of the East Indonesian Mujahidin Council and Central Indonesian 
Mujahidin Council (Akmalina et al., 2019). 

Robert J Bunker (Lele, 2014) defines asymmetric war as unconventional war as a form of 
conflict which is mostly covert war, carried out with low intensity by one of them is drug cartels. 
Indonesia does not have big drug cartels like those in Mexico and Colombia. But it is not impossible 
that Indonesia has drug cartels which may still be hidden or have different naming term, for example 
drug dealer groups (Abimanyu, 2019). This indication can be seen from the incident of drug dealer 
war revealed by the Riau Regional Police which occurred in Sumatra between the Medan drug dealer 
group and the Dumai drug dealer group. At first the Medan drug dealer group succeeded in 
smuggling drugs from Malaysia. Then, arriving in Riau, the drugs were brought by one of the couriers. 
while passing through Dumai, the Dumai drug dealer group seized the drugs using firearms. the two 
drug dealer groups then exchanged fire and the battle was won by the Dumai drug dealer group by 
successfully carrying 20 kg of methamphetamine and 10,000 ecstasy pills. however, in the end, the 
Riau regional police succeeded in arresting the Dumai drug dealer group with evidence of 210 million 
cash from the sale of methamphetamine, 3 kg of methamphetamine and seven firearms 
(Fathurrohman, 2020). Another indication is that drug dealers, especially big dealers, have firearms 
and have many accomplices who help (typical for drug cartels) to fight police officers who will arrest 
them, as happened in the arrest of Rico Partikasih, a big drug dealer in Jakarta. Where at the time 
of the arrest the shootout could not be avoided resulting in victims from the police and informants, 
the dealer was also shot dead by the police (Abimanyu, 2019). 

when viewed from the aspect of the impact caused, drug trafficking has an impact on 
demographic, economic, socio-cultural, defense and security aspects. In the demographic aspect, 
the impact of narcotics crime results in a lost generation (Abimanyu, 2019), in the economic aspect, 
state losses due to drug crimes reach 84 trillion per year (Sari et al., 2021). In the socio-cultural 
aspect, narcotics crimes indirectly have a bad influence on the nation's original culture. This is 
according to research conducted by the National Narcotics Board on the adverse effects of drug use, 
including: driving drunk (73.6%), abusing substances (75.5%), daring to break the law (45.8%), 
experiencing violence in family (46.5%), disharmony in the family (70%), family is ostracized by 
society (77.1%), experiences fear and anxiety (86.4%), claims to want to commit suicide (22.3%), 
skips school (56%), decreased school performance (53.1%) expelled from school (22.1%), 
considered an enemy of society (23.4%) and had been reported by security forces (22.1%) (Pusat 
Penelitian Data dan Informasi Badan Narkotika Nasional, 2019).In defense and security aspect, 
narcotics crimes are used by terrorist organizations to fund their actions (Akmalina et al., 2019). The 
various impacts that arise are in accordance with the notion of asymmetric warfare from the National 
Research Council that defined asymmetric warfare as a model of warfare that was developed from 
an unusual way of thinking, and outside the applicable rules of warfare, with a very broad spectrum 
of war and includes astagatra aspects which are a blend of trigatra namely aspects of geography, 
demography, and natural resources/SDA and pancagatra namely aspects of ideology, politics, 
economy, socio-culture and defense and security (Pranoto & Hendrajit, 2016). 

4. CONCLUSION 

Based on the results of the study, it can be concluded that from the perspective of asymmetric 
warfare, illicit drug trafficking in Indonesia can be categorized as an asymmetrical war that happen 
between state actors against non-state actors (drug dealers) or vice versa. Drug dealers, especially 
large dealers, armed themselves with firearms to fight against law enforcement officers. There is a 
illicit drug traficking in Indonesia that has linkage with terrorists, especially for funding their act. The 
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impact of illicit drug trafficking includes demographic, economic, socio-cultural and defense and 
security aspects. 
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